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Introduction 

Overcoming the hurdles for distributing protected healthcare information (PHI) vital to clinical and translational 
research projects is challenging given both regulatory and security concerns. To address security compliance, audit 
controls, and regulatory tracking, an easy to use, open source web interface and data processing library are being 
developed to allow the person trained to securely handle PHI, or honest data broker, to manage requests from 
researchers, and provide centralized control of access to the data in a secured, trackable way that is regulatory 
compliant. 

Methods 

Through close collaboration with stakeholders (i.e. the data broker and institutional security officer) and careful 
gathering of system requirements, an updated ISIDRO workflow was produced as shown in Figure 1 (A conceptual 
workflow for this method was previously presented1). Two primary pieces that comprise the software have been 
developed: the ISIDRO library, and the ISIDRO web user interface (UI) for the data broker. The ISIDRO library 
meets the requirements set forth by the institutional security officer based on institutional security policies, and the 
ISIDRO UI allows the data broker to handle requests from researchers for data containing PHI. 
Simply password protecting a file containing PHI may be insufficient security for delivery over the Internet2. The 
library implements enhanced security through four means: 1) A one-time-use, randomly-generated passphrase 
encryption mechanism that is used each time a file is transmitted to a researcher. The link to the file containing PHI 
and the passphrase are emailed to the user separately. 2) Another feature of the library is an institution-specific 
digital identification mechanism; or signature. The signature also indicates that the file has not been tampered with 
since the signature was added. 3) Each time a file is transmitted to the user, a checksum is computed and stored. 4) 
A watermark functionality is also available that allows an indelible image to be the applied to the file. 

Figure 1. ISIDRO workflow with swim lanes differentiating data broker and requester. 



The data request from the researcher is transmitted and made available 
to the honest data broker via the UI. A REST interface is available to 
submit such requests made in an external application (e.g. JavaScript 
calls from an existing healthcare facility’s ticketing system) to the 
ISIDRO system. The transmitted request is then stored in the database 
starting a chain of custody that is regulatory compliant and allows 
auditors to easily trace the progression of the data from request to 
dissemination. Each step of the request’s progression is denoted via its 
status. Once this entry is successfully stored in the database, a new 
request indicator in the UI and an email are used to notify the data 
broker. Next, the data broker reviews the request details to determine 
the specific level of regulatory compliance necessary to allow the 
requested data to be distributed to the researcher. The requirements are 
logged by the system. Once each of the compliance requirements are 
met by the researcher, the data broker may then retrieve the PHI-
containing data and store it as a comma separated value (CSV) to be 
uploaded via the UI. Along with the upload, the query that generated the 
data is also stored. The four main data security operations (passphrase, 
signature, watermark, and/or checksum) from the library are applied as 
necessary to the outgoing file. The data broker applies the appropriate 
security operations, denotes the types of PHI in the specific file, as 
shown in Figure 2, and once the file is uploaded, a download 
notification and link are emailed to the user. Once the link is followed 
and the download is completed, the user is presented with a 
confirmation screen and a separate email is sent to them containing the 
encryption password, if necessary. This email has no indication for 
which file the passphrase exists. 

Results 

During implementation from the previously presented workflow, the desire of stakeholders to use their current 
credentials with pre-existing systems to request data brokerage made apparent that the use of a REST interface to 
input requests from researchers was needed.1 Furthermore, similar discussions during the development cycle yielded 
the need for traceability (i.e. a determinant chain of custody) for each request that is processed by the system to meet 
regulatory requirements and allow for auditing. 

Discussion 

Having a REST interface to submit requests to the system allows for tremendous flexibility in how an institution may 
leverage previously existing infrastructure, such as an existing ticketing or request system, and obviate needless 
complexity since any change is opaque to them. Furthermore, this provides extensibility if there is no previously 
existing system by allowing a healthcare facility to provide their own solution for submissions. Traceability allows 
any auditors to positively determine regulatory compliance for each researcher’s request since each step of the 
process from initial request to data dissemination is recorded in a secure, immutable way. The ISIDRO database 
creates a standardized, HIPAA-compliant mechanism via which an audit trail of released PHI may be stored. 
Generally, the tool is aimed at wide institutional adoption, so that efficient, regulatory-compliant PHI dissemination 
becomes possible. The code will be released under the BSD-3-paragraph open source license. Research reported in 
this work was supported by The Dartmouth Clinical and Translational Science Institute, under award number 
UL1TR001086 from the National Center for Advancing Translational Sciences (NCATS) of the National Institutes of 
Health (NIH). 
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Figure 2. Data broker’s upload screen 
with PHI logging. 
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